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Document Security

Information is your company’s greatest asset. 
Xerox can help you keep it safe.
Xerox Secure Access is a security option for your Xerox 
advanced multifunction printers (MFPs). It integrates 
with your existing employee/student ID badge solution.  
A flexible and convenient identification system,  
Secure Access enables users to log in to a Xerox MFP 
with a swipe of their magnetic or proximity ID card.  
This gives users quick, easy, and secure access to  
functions that need to be tracked for accounting or  
regulatory requirements.

How it works
The Secure Access identification solution includes:

• �Secure Access administration software, loaded on the business’ server, 
handles device and user configuration and is responsible for authenti-
cating users on the network.

• �A card reader attached to each supported WorkCentre system.

The Secure Access solution leverages an organization’s existing ID  
infrastructure without impacting existing systems. With Secure Access 
in place, a single identification step will log the user into the device for 
access to all walk-up features. All communication to and from the mul-
tifunction system, card reader, and authentication server will be secured 
using industry-standard encryption mechanisms. 

Introducing Xerox Secure Access  
Unified ID System™
IT managers are looking for ways to protect all assets on their network. 
Multifunction systems are a logical place to secure networks, enhance  
document information security, and generate activity logs. Additionally,  
in today’s regulatory climate, businesses need sophisticated ways of  
safeguarding their data — and the ability to track it. Also, many  
organizations rate network security as their foremost IT challenge. 

To meet these needs years ago, Xerox developed Network Authentication, 
which requires users to enter a user ID and password at the device. Today, 
some environments require a more convenient and streamlined method.  
So Xerox created Xerox Secure Access, which gives organizations with an 
existing card-based ID system a quick and easy method of identifying 
users at the multifunction printer. Users gain access to the device with one 
swipe of their ID badge. For an extra layer of security, where two-factor 
authentication is required, a PIN or password may be required.
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Solutions Made Easier: 
The world is changing. There’s constant pressure to do more with fewer 
resources. You know your business better than anyone. But did you know 
you can adapt your multifunction printer to fit the way you work and not 
the other way around?

Xerox Extensible Interface Platform creates a whole new world of possibili-
ties for the Xerox MFP. With EIP, developers can easily create applications 
that are tailored to meet specific business needs.

When combined with Secure Access, a personalized queue is displayed on 
the touch screen with all of your print jobs and only your print jobs appear-
ing. All this by simply swiping your ID card — simple, secure, personalized. 
For more information on EIP, visit www.xerox.com/eipinfo

Secure Access works with all Xerox  
EIP-enabled multifunction systems.

Added benefits
Gain flexibility with Follow-You™ print
Follow-You print, a feature of Secure Access, makes it easy for people to 
securely print their documents to the most convenient device on the network. 
Simply submit a document to a secure print queue, walk up to any device 
equipped with Secure Access, and swipe an ID card to release the print job. 

Optionally, when combined with Xerox Extensible Interface Platform™ (EIP), 
there are added Follow-You features available.  Individuals can select how 
many prints they need, delete the document, or securely store it to print 
again later. No longer will people waste time and money printing documents 
they never collect. The documents are only printed when you swipe your ID  
card and release them at the system. This means there’s no need to worry 
about someone seeing a confidential document that you send to the printer.

Save user time
Secure Access saves steps by giving the multifunction system the ability to  
populate certain user information fields when the user signs in. For example, 
the device will automatically fill in the “From” field when using scan-to-email. 

Save time in Information Technology
Secure Access is easily administered using a task-based management console  
that seamlessly integrates with the customer’s existing network card- 
identification infrastructure. 

Document security means peace of mind.
One of the hallmarks of the Xerox multifunction product line is a  
commitment to information security. Our systems, software, and  
services comprehend and conform to recognized industry standards 
and the latest governmental security regulations. 

Key Security Goals
Confidentiality 
No unauthorized disclosure of data during processing, transmission,  
or storage

Non-Repudiation
An entity cannot deny having sent or received a message

Integrity 
No unauthorized alteration of data

Availability
No denial of service for authorized users

Accountability
Actions of an entity can be traced directly to that entity


